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At Pangeanic, as an ISO 27001 certified company, we have always placed a
high priority on security. Working in a hybrid environment where some
employees work remotely and others in the office, we have strict
requirements to ensure the safety of our data. The classic Active Directory
solution with LDAP protocol is now considered legacy. We have been eagerly
anticipating native authentication between Azure AD and Ubuntu, and with the
release of Ubuntu 23.04 OS by Canonical, the company behind Ubuntu, we
now have access to a range of new features designed to meet the needs of
remote workers. One of the most significant new features is the integration of
Azure Active Directory accounts for logging in. This integration provides an
additional layer of security for our users, allowing them to authenticate using
their Azure AD credentials, which are centrally managed by our IT department.
How to configure Ubuntu you can find it in this video.  

However the configuration of Azure AD application is not explained, we
would like to share with you our manual below.  

https://pangeanic.com/
https://ubuntu.com/blog/azure-ad-authentication-comes-to-ubuntu-desktop-23-04
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1- Creating an azure application: 

To begin with, it is essential to create an Azure application to enable Azure
Active Directory (Azure AD) authentication for Ubuntu. 

2- Giving the application the required permissions: 

Once you have created the Azure application, you need to give it the
necessary permissions to authenticate with Azure AD. 

In the Azure portal, navigate to the "API permissions" section of your
Azure application and grant the required permissions. 
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 Sudo apt install libpam-aad libnss-aad  
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3- Assign the user to the enterprise application: 

After granting the necessary permissions, you need to assign the user to
the enterprise application. 

Navigate to the "Enterprise applications" section of your Azure AD, select
the enterprise application you created, and assign the user to the
application 

4- Installing the Required Packages in Ubuntu: 

In Ubuntu, install the following packages using the command: sudo apt
install libpam-aad libnss-aad 

These packages enable Ubuntu to authenticate with Azure AD. 



5How to integrate Azure AD login in Ubuntu 23.04. 

6- Activate the new login method: 

5- Completing the Configuration File: 

After installing the required packages, complete the configuration file with
the App ID and Tenant ID from the enterprise application. 

You can find the App ID and Tenant ID in the "Overview" section of your
Azure application in the Azure portal. 

Next, activate the new login method by running the command: sudo pam-
auth-update –enable mkhomedir.

This command enables Ubuntu to create the home directory for the user
when they first log in using Azure AD. 
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7- Logging in to Ubuntu with Azure Credentials:  

References: 
 

https://github.com/ubuntu/aad-auth 
 

https://ubuntu.com/blog/azure-ad-authentication-comes-to-ubuntu-desktop-23-04 

Finally, log in to Ubuntu using your Azure credentials. 

Click on "The user is not in the list" and enter your Azure credentials. 

If everything is set up correctly, you should be logged in to your Ubuntu
desktop using your Azure credentials.! 

Rafa Clemente Juan 
Pangeanic Support Technician

https://github.com/ubuntu/aad-auth
https://ubuntu.com/blog/azure-ad-authentication-comes-to-ubuntu-desktop-23-04
https://ubuntu.com/blog/azure-ad-authentication-comes-to-ubuntu-desktop-23-04
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